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Abstract

Domain Name System (DNS) is a critical component of the Internet. DNS resolvers, which act as the cache between DNS
clients and DNS nameservers, are the central piece of the DNS infrastructure, essential to the scalability of DNS. However, finding
the resolver vulnerabilities is non-trivial, and this problem is not well addressed by the existing tools. To list a few reasons, first,
most of the known resolver vulnerabilities are non-crash bugs that cannot be directly detected by the existing oracles (or sanitizers).
Second, there lacks rigorous specifications to be used as references to classify a test case as a resolver bug. Third, DNS resolvers
are stateful, and stateful fuzzing is still challenging due to the large input space.

In this paper, we present a new fuzzing system termed RESOLVERFUZZ to address the aforementioned challenges related to
DNS resolvers, with a suite of new techniques being developed. First, RESOLVERFUZZ performs constrained stateful fuzzing by
focusing on the short query-response sequence, which has been demonstrated as the most effective way to find resolver bugs, based
on our study of the published DNS CVEs. Second, to generate test cases that are more likely to trigger resolver bugs, we combine
probabilistic context-free grammar (PCFG) based input generation with byte-level mutation for both queries and responses. Third,
we leverage differential testing and clustering to identify non-crash bugs like cache poisoning bugs. We evaluated RESOLVERFUZZ
against 6 mainstream DNS software under 4 resolver modes. Overall, we identify 23 vulnerabilities that can result in cache poisoning,
resource consumption, and crash attacks. After responsible disclosure, 19 of them have been confirmed or fixed, and 15 CVE numbers
have been assigned.
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DNS Resolution

Translate human-friendly domains into machine-friendly IP addresses.

Recursive process. Root servers, Top-Level Domain (TLD) servers, etc.

Multiple roles. Forwarders, recursive resolvers, nameservers (NSes).
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DNS Complexity and Vulnerability

Over 100 RFCs.

Many use cases. Web browsing, email, zero-trust network, autonomous vehicle, etc.

Many implementations. 20+ widely used DNS software.

Fragmented service ecosystem. Millions of NSes, open/local resolvers, and forwarders [1].

DNS failures and attacks happened a lot.
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- Unicode 6.0

RFC 6885 / Informational
Stringprep Revision and Problem 
Statement for the Preparation and 
Comparison of Internationalized 
Strings (PRECIS)

RFC 7553 / Informational
The Uniform Resource 
Identifier (URI) DNS 
Resource Record

RFC 7535 / Informational
AS112 Redirection Using 
DNAME

RFC 7534 / Informational
AS112 Nameserver 
Operations

RFC 6304 / Informational
AS112 Nameserver 
Operations

AS112AS112

RFC 7479 / Informational
Using Ed25519 in SSHFP 
Resource Records

RFC 7477 / PS
Child-to-Parent 
Synchronization in DNS

DANEDANE

RFC 7816 / Experimental
DNS Query Name 
Minimisation to Improve 
Privacy

RFC 7766 / PS
DNS Transport over TCP - 
Implementation 
Requirements

RFC 5966 / PS
DNS Transport over TCP - 
Implementation 
Requirements

RFC 7745 / Informational
XML Schemas for Reverse 
DNS Management

RFC 7720 / BCP 40
DNS Root Name Service 
Protocol and Deployment 
Requirements

RFC 2870 / BCP 40
Root Name Server 
Operational Requirements

RFC 7686 / PS
The ".onion" Special-Use 
Domain Name

RFC 7671 / PS
The DNS-Based Authentication of 
Named Entities (DANE) Protocol: 
Updates and Operational 
Guidance

RFC 7672 / PS
SMTP Security via Opportunistic 
DNS-Based Authentication of 
Named Entities (DANE) 
Transport Layer Security (TLS)

RFC 7673 / PS
Using DNS-Based 
Authentication of Named 
Entities (DANE) TLSA Records 
with SRV Records

RFC 7646 / Informational
Definition and Use of 
DNSSEC Negative Trust 
Anchors

RFC 7626 / BCP 42
DNS Privacy Considerations

RFC 7583 / Informational
DNSSEC Key Rollover 
Timing Considerations

RFC 7558 / Informational
Requirements for Scalable 
DNS-Based Service Discovery 
(DNS-SD) / Multicast DNS 
(mDNS) Extensions

RFC 7489 / Informational
Domain-based Message 
Authentication, Reporting, 
and Conformance (DMARC)

DMARCDMARC

RFC 5617 / Historic
DomainKeys Identified Mail 
(DKIM) Author Domain 
Signing Practices (ADSP)

RFC 4870 / Informational
Domain-Based Email 
Authentication Using Public 
Keys Advertised in the DNS 
(DomainKeys)

RFC 2673 / Historic
Binary Labels in the Domain 
Name System

RFC 7790 / Informational
Mapping Characters for Classes of 
the Preparation, Enforcement, and 
Comparison of Internationalized 
Strings (PRECIS)

IDNA2008IDNA2008

PRECISPRECIS

IDNA2003IDNA2003

RFC 1401 / Informational
Correspondence between 
the IAB and DISA on the 
use of DNS. Internet 
Architecture Board

RFC 6335 / BCP 165
Internet Assigned Numbers Authority 
(IANA) Procedures for the Management 
of the Service Name and Transport 
Protocol Port Number Registry

RFC 1101 / Unknown
DNS Encoding of Network 
Names and Other Types

RFC 7793 / BCP 163
Adding 100.64.0.0/10 
Prefixes to the IPv4 Locally-
Served DNS Zones Registry

RFC 7314 / Experimental
Extension Mechanisms for 
DNS (EDNS) EXPIRE 
Option.

RFC 7828 / PS
The edns-tcp-keepalive 
EDNS0 Option

RFC 7830 / PS
The EDNS(0) Padding 
Option

RFC 7858 / PS
Specification for DNS over 
Transport Layer Security 
(TLS)

RFC 7871 / Informational
Client Subnet in DNS 
Queries

RFC 7873 / PS
Domain Name System 
(DNS) Cookies

RFC 7901 / Experimental
CHAIN Query Requests in 
DNS

RFC 1031
MILNET NAME DOMAIN 
TRANSITION

RFC 799
Internet Name Domains

RFC 606
Host names on-line

RFC 1480 / Informational
The US Domain

RFC 1386 / Informational
The US Domain

RFC 1811 / Informational
U.S. Government Internet 
Domain Names

RFC 1816 / Informational
U.S. Government Internet 
Domain Names

RFC 2146 / Informational
U.S. Government Internet 
Domain Names

RFC 1956 / Informational
Registration in the MIL 
Domain

RFC 2053 / Informational
The AM (Armenia) Domain

RFC 2240 / Informational
A Legal Basis for Domain 
Name Allocation

RFC 2352 / Informational
A Convention For Using 
Legal Names as Domain 
Names

RFC 8020 / PS
NXDOMAIN: There Really Is 
Nothing Underneath

RFC 7958 / Informational
DNSSEC Trust Anchor 
Publication for the Root 
Zone

Domain NameDomain Name

DNS-SDDNS-SD

RFC 7108 / Informational
A Summary of Various 
Mechanisms Deployed at L-
Root for the Identification of 
Anycast Nodes

RFC 7929 / Experimental
DNS-Based Authentication 
of Named Entities (DANE) 
Bindings for OpenPGP

RFC 7960 / Informational
Interoperability Issues between Domain-
based Message Authentication, 
Reporting, and Conformance (DMARC) 
and Indirect Email Flows

DNS PrivacyDNS Privacy

RFC 8005 / PS
Host Identity Protocol (HIP) 
Domain Name System 
(DNS) Extension

RFC 5205 / Experimental
Host Identity Protocol (HIP) 
Domain Name System 
(DNS) Extension

RFC 226
Standardization of host 
mnemonics

RFC 247
Proffered set of standard 
host names

RFC 229
Standard host names

RFC 236
Standard host names

RFC 239
Host mnemonics proposed 
in RFC 226

RFC 273
More on standard host 
names

RFC 237
NIC view of standard host 
names

RFC 280
A Draft of Host 
Names

RFC 289
What we hope is an official 
list of host names

RFC 384
Official site idents for 
organizations in the ARPA 
Network

RFC 597
Host status

RFC 603
Response to RFC 597: Host 
status

RFC 613
Network connectivity: A 
response to RFC 603

RFC 623
Comments on on-line host 
name service

RFC 625
On-line hostnames service

RFC 627
ASCII text file of hostnames

RFC 756
NIC name server - a 
datagram-based information 
utility

RFC 8027 / BCP 207
DNSSEC Roadblock 
Avoidance

RFC 8078 / PS
Managing DS Records from 
the Parent via 
CDS/CDNSKEY

RFC 8094 / Experimental
DNS over Datagram 
Transport Layer Security 
(DTLS)

RFC 8109 / BCP 209
Initializing a DNS Resolver 
with Priming Queries

RFC 8145 / PS
Signaling Trust Anchor 
Knowledge in DNS Security 
Extensions (DNSSEC)

RFC 8117 / Informational
Current Hostname Practice 
Considered Harmful

RFC 8128 / Informational
IETF Appointment 
Procedures for the ICANN 
Root Zone Evolution Review 
Committee

RFC 8080 / PS
Edwards-Curve Digital 
Security Algorithm (EdDSA) 
for DNSSEC

RFC 8162 / Experimental
Using Secure DNS to 
Associate Certificates with 
Domain Names for S/MIME

RFC 3596 / STD 88
DNS Extensions to Support 
IP Version 6

RFC 8264 / PS
PRECIS Framework: 
Preparation, Enforcement, and 
Comparison of Internationalized 
Strings in Application Protocols

RFC 7564 / PS
PRECIS Framework: 
Preparation, Enforcement, and 
Comparison of Internationalized 
Strings in Application Protocols

RFC 8244 / Informational
Special-Use Domain Names 
Problem Statement

RFC 8222 / Informational
Selecting Labels for Use with 
Conventional DNS and Other 
Resolution Systems in DNS-
Based Service Discovery

RFC 8198 / PS
Aggressive Use of 
DNSSEC-Validated Cache

RFC 8324 / Informational
DNS Privacy, Authorization, 
Special Uses, Encoding, 
Characters, Matching, and Root 
Structure: Time for Another Look?

RFC 8375 / PS
Special-Use Domain 
'home.arpa.'

RFC 8427 / Informational
Representing DNS 
Messages in JSON

RFC 8463 / PS
A New Cryptographic 
Signature Method for 
DomainKeys Identified Mail 
(DKIM)

RFC 8467 / Experimental
Padding Policies for 
Extension Mechanisms for 
DNS (EDNS(0))

RFC 8483 / Informational
Yeti DNS Testbed

RFC 8484 / PS
DNS Queries over HTTPS 
(DoH)

RFC 8310 / PS
Usage Profiles for DNS over 
TLS and DNS over DTLS

2019

2019

2020

2020

RFC 8482 / PS
Providing Minimal-Sized 
Responses to DNS Queries 
That Have QTYPE=ANY

RFC 8490 / PS
DNS Stateful Operations

RFC 8499 / BCP 219
DNS Terminology

RFC 8501 / Informational
Reverse DNS in IPv6 for 
Internet Service Providers

RFC 8509 / PS
A Root Key Trust Anchor 
Sentinel for DNSSEC

RFC 8552 / BCP 222
Scoped Interpretation of 
DNS Resource Records 
through "Underscored" 
Naming of Attribute Leaves

RFC 8553 / BCP 222
DNS Attrleaf Changes: 
Fixing Specifications That 
Use Underscored Node 
Names

RFC 8567 / Informational
/ 1 April 2019
Customer Management 
DNS Resource Records

RFC 8618 / PS
Compacted-DNS (C-DNS): 
A Format for DNS Packet 
Capture

RFC 8624 / PS
Algorithm Implementation 
Requirements and Usage 
Guidance for DNSSEC

RFC 6944 / PS
Applicability Statement: 
DNS Security (DNSSEC) 
DNSKEY Algorithm 
Implementation Status

RFC 7719 / Informational
DNS Terminology

RFC 8657 / PS
Certification Authority 
Authorization (CAA) Record 
Extensions for Account URI and 
Automatic Certificate 
Management Environment 
(ACME) Method Binding

RFC 8659 / PS
DNS Certification Authority 
Authorization (CAA) 
Resource Record

RFC 6844 / PS
DNS Certification Authority 
Authorization (CAA) 
Resource Record

2021

2021

RFC 8749 / PS
Moving DNSSEC Lookaside 
Validation (DLV) to Historic 
Status

RFC 4431 / Histric
The DNSSEC Lookaside 
Validation (DLV) DNS 
Resource Record

RFC 5074 / Histric
DNSSEC Lookaside 
Validation (DLV)

RFC 8753 / PS
Internationalized Domain 
Names for Applications 
(IDNA) Review for New 
Unicode Versions

RFC 8765 / PS
DNS Push Notifications

RFC 8766 / PS
Discovery Proxy for 
Multicast DNS-Based 
Service Discovery

RFC 8767 / PS
Serving Stale Data to 
Improve DNS Resiliency

RFC 8777 / PS
DNS Reverse IP Automatic 
Multicast Tunneling (AMT) 
Discovery

RFC 8806 / Informational
Running a Root Server 
Local to a Resolver

RFC 7706 / Informational
Decreasing Access Time to 
Root Servers by Running 
One on Loopback

Figure 1. DNS RFCs (as of 2020) [6]

RESOLVERFUZZ [8] Infrastructure

Input: Query/Response generator.

Output: response, cache dump, network traffic packets (tcpdump), system logs.

Oracle: 3 oracles for each kind of vulnerabilities.

Flags: QR AA; 

Question section:
atkr.com. A
Answer section:
atkr.com. A 6.6.6.6
Authority section:
atkr.com. NS ns.atkr.com.
Additional section:
ns.atkr.com. A 6.6.6.6

DNS Message
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Challenges 1: Non-Crash Vulnerabilities

DNS vulnerabilities does not always lead to crashes.

Focus on categories of identified bugs via CVE study on CVEs ranging from 1999 to 2023.

Challenges 2: Stateful Fuzzing

Challenges 3: Fuzzing Instrumentation

Identified Vulnerabilities

Tested on 6 mainstream DNS software.

23 vulnerabilities identified, 19 confirmed, 15 CVEs assigned, categorized into 3 classes.

Input Generation

Two dimensions. Generate a pair of query and response in each round.

Grammar-based fuzzing. Generation is based on Probabilistic context-free grammar (PCFG).

Byte-level mutation [2]. Special characters (\., \000, @, /, and \) are embedded.

Evaluation Results
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(a) Client-queries and NS-responses.
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(b) Resolver-responses.
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(c) Throughput (“Thruput”) of 4 modes with regard to the number of units. CDNS w/o f.b., CDNS w/ f.b., Recur-only and Fwd-only

refers to CDNS without fallback, CDNS with fallback, Recursive-only, and Forward-only.
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