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Our DNSBomb attack could be exploited to
DoS arbitrary targets with pulsing traffic.

The bandwidth amplification factor

could be >20,000x.



Domain Name System (DNS)

> DNS Overview

U Translating domain names to IP addresses
4 Entry point of many Internet activities

L Domain names are widely registered
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https://www.verisign.com/en_US/domain-names/dnib/index.xhtml

Domain Name System (DNS)

» Hierarchical Name Space
1 Authoritative zones: root, TLD, SLD = DNS records

L Domain delegation > Domain registration

» Multiple Resolver Roles

DNS namespace

© Query example.com

4 N\
= > | E=— Q Root
l Referral to TLD NS @ (™

JoN Delegate

o Caching Q . %?Ouery example.com = @ @ TLD )

Referral to SLD NS @ \

4 Client, forwarder, recursive, authoritative

Ouery Ouery

n C DNS >‘ Forw- Recurswe "
> lterative Resolution Process ctient '\ arder /" resolver Authorltative y, © pejegate
. Response |0 Query example.com (= K SLD
Q Client-server style | — '[:: ]
Authoritative answer @
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Domain Name System (DNS)

> DNS Resolution Process
U Primarily over UDP

U Iterative and recursive

D Cachin DNS namespace
9 € Query example.com 4 ) Query
> | =3 Root SP 50000 DP=53 TXID=1001
% S| example.com A?
Referral to TLD NS @ \ KaX y Z[ (empty)
Ouery Ouery v / \ Delegate 2[ (empty)
Q Query example.com X (= TLD ) = (empty)
- = @
Referral to SLD NS @ \ Response

DNS >\ FO"W' a Recurswe Authoritative ® \

client . arder resolver Delegate

SP=53 DP=50000 | TXID=1001

servers \_ S| example.com A?
Response ‘ |Q Query example.com = : SLD Z| example.com A 1.1.1.1
> | E3 =| (empty)
= [ (empty)

Authoritative answer @
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Takeaway

Since DNS is the cornerstone of the Internet,
enabling multiple critical services and applications,

For a long time, attackers have been attempting to
carry out traffic amplification attacks through DNS.



DNSBomb

Question

What is the DNS amplification attack?

Attackers exploit open DNS resolvers to flood a target
with an overwhelming amount of DNS traffic.



DNS Amplification Attack

» Target
1 To flood a target with amount of DNS traffic

» Taxonomy NRDelegationAttack

DNS TsuNAME
 Bandwidth amplification attack Unchained =% B
 Packet amplification attack
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DNS reflectlon ampllflcatlon
attack by ANY/TXT/DNSSEC

Routing Loops as
mega Amplifiers
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NXNSAttack
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Takeaway

However, the traditional DNS amplification attack
could be easily detected by the amount of traffic.

Researchers have proposed new amplification attacks
with the hard-to-detect pulsing DoS traffic.

9 @THU



Pulsing DoS Attack (1/4)

» Originating from SIGCOMM ‘03#Shrew attack

4 A low-rate TCP-targeted DoS attack
o If the period of DoS flow approximating the RTO, pkts always losing

d From 2003 - 2015, various works targeting different scenarios
o Routing, VolP, application servers, P2P, cloud, and others

o But just in theory, no work figuring out constructing pulsing traffic

/E\DOS length of the peak 1 \T\C\li 1
Erate agnitude of : - F 1: 1
the peak R T?R/n//z'f.f..._____f__ = -
-~~~ DoS E -l
***** R VI B I 2

period of the attack T
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Pulsing DoS Attack (2/4)

» Oakland '"15#DNS-based Pulsing DoS Attack

1 Using latency to concentrate a low-rate flow into a high-rate pulse

1 Various open resolvers worldwide
o A wide range of paths and latencies

o But, the latency is at most 1s (800ms)

O Amplification factor: 10x

t=0ms B t=70ms ﬂ t=110ms B
o>

Reflector 1 \ /7~ )

Reflector 1 = ~
.‘ ] Path Time = 110ms Pusti s =EL0ne PathR'I?ifr]ne;t:;.}.Oms
r @‘:'“ Reflector 2 I
@5:-9 Reflector 2 i Attacker Path Time = 40ms Victim & g
Attacker Path Time = 40ms Victim - Reflector 2 ~
(b) At t = 70 ms, the first packet is about 60% along its Attacker Path Time = 40ms Victim

(a) At t = 0 ms, the attacker sends one packet towards path to the victim and the attacker sends another packet . o
reflector 1 to reflector 2 (c) At t = 110 ms, both packets arrive at the victim
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DNSBomb -

Pulsing DoS Attack (3/4)

» Woot '"18#DNS-based Pulsing DoS Attack
4 Using latency and CNAME-chaining to construct a high-rate pulse

1 More open resolvers worldwide

o A wide range of paths and latencies

1 Attack the shared link: bottleneck
O Amplification factor: 10x

- a.primary-ans.com I I i

» primary

. i > |

’ |c.pr1mary-ans.com-..\ ANS Evatil

. s A 4@ !
a.primary-ans.com: s ©) Q ANS
A > R @ § Bottleneck '
y 4 5 i Connection f

_ ‘.' \ 1

} b.secondary ans.co»rns'(_z,c(mdary . :
d.secondary—ans.ccrm“ ANS | N |

Secondary  Data Center HIocia

ANS ' Service
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DNSBomb -

Pulsmg DoS Attack (4/4)

» Security '23#CDN-Assisted Pulsing DoS Attack
1 Using CDN and HTTP (DNS) to construct a high-rate pulse
1 Various CDN nodes worldwide

1 Three ways: latency, CDN-chaining, and DNS-holding (fragment)

d Amplification factor: 1,500+ (108+MBps)
\H H

CDN-Convex Attack

- ' ' Attacker-side C
R low rate traffic
—r—Ik s
igi ' ' 6 [HTTP) (HTTP)(HTTP] [HTTP] C

Alice CDN Origin Server

UJ

Setata %/z/

d__\
Su;)gate ' ' Attacker \ s C C //lctlm
Bob e
? '/ o CDN_D
CDN \i
Surrogate &

Temporal CDN Convex Lens
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Pulsing DoS Attack

» Summary of Pulsing DoS Attack

1 Concentrating a low-bandwidth traffic into a high-bandwidth pulsing
1 Cannot be detected by traditional IDS (low-rate among a while)

4 Impact is hugely causing pkts loss

High-volume Traffiéﬁ /// Pulse
. : / Window
Theoretical +
- * ¥ W
Analys|s : g : rv rv
e d 1 -4 L X
; * ] I 4 +4
—) : *4 *4 ‘
4 Low-rate Traffic v . ..
( &) ,
o Pa th 1 E ﬁ - - —— - - - - >
Practical —, Pulse p
Attacker Attacks Path 2_ [ — & Magnitude Pulse Server
Path n_[] [, Period
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Takeaway

However, previous pulsing DoS attacks could only yield a
low amplification factor or require a large pulse period.
(Not practical and powerful enough)

In this paper, we observe the capacity of DNS resolvers to
concentrate traffic has never been studied in depth.
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DNSBomb Attack

» What is the DNSBomb attack
 Proposed by our NISL lab, published at [IEEE S&P 2024]
A new practical and powerful DNS-based pulsing DoS attack

o Concentrating a low-rate query traffic into a high-rate response pulsing

1 Exploiting three inherent DNS mechanisms (defense) to DoS (attack)

o timeout, query aggregation, and response fast-returning

Dragon Ball
Kame Hame Ha
(Blast wave)

@ Kame @ Hame ® Ha
(Starting) (Gathering energy) (Releasing blast)
16 @THU



DNSBomb Attack
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Three Inherent DNS Mechanisms (1/3)

> DNS Resolution Timeout

 Waiting for responses from the auth. until timeout (guaranteeing availability)

o Query timeout and response timeout, retry

U Attacker: accumulating large queries at a low sending-rate

o during the timeout window

1 1
(c9) (=0 =22 (c9) . (c9) =2
m (=D (=) 1 (=22 (=3} 1 E (=D (=2
___I@. (c—=2e9) (=2 | —;@- (c—2e9) [C==2] : __@'@. (=2 [O==2|
- - 1 - - 1 - -
Client  Resolver Name i Client Resolver Name i Client Resolver Name
server ! server ! server
Qu Qu Qu
ery : ery : ery
> Quezy 4 ! > Query 3 ! > Query 4
Query-_; I Query-_} I Query-
timeout m I timeout : f—1 timeout :
e ResP 1 Query 2 1 L Query 2
ReSPOnse E 1
#— %
1 QUery 3 1 QUery 3
Response-_ | I Response-_:T I Response-_:Y
timeout ! timeout ! timeout
i 1 i
X
A Luery n : HLuery N
Retry-limit : ! Retry-limit :
I / !
| ‘)' Respors® ) : N A x‘/
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DNSBomb

Three Inherent DNS Mechanisms (2/3)

» DNS Query Aggregation

O Issuing one resolver-query for multiple simultaneous client-requests on the same
domain name (protecting security)

1 Defending against DNS birthday cache poisoning attack
o CVE-2002-2211 Traffic

O Attacker: reducing attackers’ traffic | converging Querying only

Stepl:Query for Step2:Query for once

the same domain the same-fZZiigﬁﬁi::i:///,

— ! S— (e } o——> (cc—Dvee)
Nl T O (cc—D¢eee) - ===

— =517 o =517
Step4:Responsei . iStepB:Response . .
Client Recursive <@®— Authoritative
Resolver ~ Nameserver

Response-timeout Query-timeout
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DNSBomb

Three Inherent DNS Mechanisms (3/3)

» DNS Response Fast-returning

 Returning responses to the client when receiving valid responses from the auth.
(enhancing reliability)

1 Attacker: concentrating traffic into the victim fast

N BN
=
'
Client Resolver Name- Client Resolver Name
server server
Querijeg for Querijeg for
th th
m m
/ i L Short'periOd
/ i--Long_period — _j returning
m
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Other Techniques

» Increasing the Packet Size » Enlarging the Timeout Window
d Using EDNSO  Using defragmentation timeout

## UDP Layer ## UDP Layer
;3 Source Port; Destination Port: 53; ;; Source Port: 53; Destination Port;
## DNS Layer ## DNS Layer
:: TXID; Flags: QR=0; RCODE: NoError :; TXID; Flags: QR=1; RCODE: NoError S@] =
é;aggngzg: SEETION: é;aggszzg: SE,:TION: C 3 - NoaTn’e- ' DNS Packet [EESR:CELLS Data Payload ;:ID = ‘;
s - O lient Resolver i -

;; ANSWER SECTION: NULL ;; ANSWER SECTION: NULL server | i il (20 Bytes)  (Most of DNS Packet) DF =0
;3 AUTHORITY SECTION: NULL example.com. A XeXaX.0 Pkt £ IPv4
7+ ADDITIONAL SECTI(.)N: EDNS0=4,096 example.com. A XaXaXa1 %)_Pefra‘gmemaﬁon pns packet R T Data Payload DI;ID : g
H DNS UDP MSG SIZE' ~1008 example'com' A XeXaXa2 \ i’,, timeout E Fragment2 (20 Bytes) (8 Bytes Left) DF =0

) example.com. A X.XuXan P —— | IP defrag- ‘

(a) Query with EDNSO. ;3 AUTHORITY SECTION: NULL % | /mentation
,, ADDITIONAL SECTI(.)N: EDNS0=4,096 \ : Query ' LS 1D, 6 Header Data Payload [PE——

## UDP Layer ;7 DNS UDP MSG SIZE: ~4,096B \ | i Fragmentl [ERCURSEATT) (Most of DNS Packet) MF =1
;; Source Port: 53; Destination Port; — ~esponse | |
## DNS Layer th “.DNS | IPvé
;3 TXID; Flags: QR=1; RCODE: ServFail (C) Response with EDNSO. timeout i NI INSIN N 1Pv6 Header Data Payload IPID = 6
;3 QUESTION SECTION: % Fragment2 (40 Bytes) (8 Bytes Left) MF =0
example.com. A | |.iee.. Respc,nses L
;3 ANSWER SECTION: NULL example.com. A XeXaXan frad
;3 AUTHORITY SECTION: NULL ;3 AUTHORITY SECTION: NULL
;3 ADDITIONAL SECTION: EDNSO=1,232 ;3 ADDITIONAL SECTION: NULL
;3 DNS UDP MSG SIZE: ~100B ;3 DNS UDP MSG SIZE: <=512B

(b) servFail Response. (d) Response without EDNSO.

21 @THU



DNSBomb Attack
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DNSBomb

Vulnerable DNS Software

» 10 Mainstream DNS Software (All)

[ Testing attack factors (timeout, pkt. size, returning-time) and local experiments

92.5Mb/s 2.9Gb/s

Practical Attack Bandwidth " =3 vean. " =3 v .
23 673.9x 23 21,881.1x
Software | Attacker | Victim | Nameserver = o, . fro s TP
-side -side -side 0 2000 4000 6000 8,000 10,000 0 2,000 4000 6,000 8000 10,000
Time (ms) Time (ms)
BIND 140.6Kb/s |  92.5Mb/s 155.5Kb/s | 673.9x (2) BIND. (b) Unbound.
Unbound 140.6Kb/s | 2.9Gbl/s 140.6Kb/s | 21,881.1x § B0 T g
PowerDNS | 562.5Kb/s | 230.4Mb/s 70.3Kb/s | 419.5x E aosefl | B2
Knot 421.9Kb/s | 925.4Mbls 70.3Kb/s | 2,246.3x B R AR AHE | f R oot |
Microsoft 210.9Kb/s | 274.5Mbls 70.3Kb/s | 1,332.4x Time (ms) e S1pe)
Technitium | 210.9Kbis | 720.9Mbls 140.6Kb/s | 3,499.8x (¢) PowerDNS. (d) Kot
D 2745Mb/s | 5 e S 720.9MY/s {5 e
Simple DNS+ 562.5Kb/s 36.4Mb/s 1,167.4Kb/s 66.3x »,5«;5 & Vicim £ & Vicim
MaraDNS 140.6Kb/s | 2.5Mb/s 123.4Kb/s 18.5x 53 53 .
& 210.9Kb/s & 210.9Kb/s 4 _
Dnsmasq 140.6Kb/s | 458.9Mb/s 210.9Kb/s | 3,341.8x 0 1,000 2.(;(;'(])w (3{:30 4,000 5,000 S 1,000 Tii;(ci(zg]s) 3,000 4,000
CoreDNS 140.6Kb/s | 447.5Mbls 468.0Kb/s | 3,258.4x | (e) Microsoft. (f) Technitium. .



» Using Unbound

 Sending 1,000 queries in each round (10s) for 10m

] Results: stable

Network
Bandwidth (log,)

Long-term Experiments

2.9Gb/s -

140.6Kb/s A

(MM Acttacker [N Victim

Time (min)
24
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> Multiple Resolvers x More Queries
d Unbound instances: 1-10
4 # of DNS queries: 1k-10k

 Results: more resolvers/queries 2> More
victim-side traffic (Gb/s)

 The trend stops at 6k-8k because Unbound
cannot concentrate more queries

1 The utmost bandwidth is 8.7Gb/s because our

local network link is only 10Gb/s

25
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Experiments under Different Attack Factors

# of
Unbound

# of DNS Queries

1k

2k

3k

4k

5k

6k

Tk

8k

9k

10k

3.0

3.0

29

3.7

3.5

2.6

2.1

3.6

2.2

3.4

2.6

5.5

3.2

4.3

29

4.7

6.7

6.2

4.4

6.0

4.6

6.2

4.8

5.6

24

6.8

4.7

8.7

3.9

3.2

4.9

4.3

7.5

2.5

4.8

5.0

3.5

3.3

4.5

5.2

2.8

3.7

4.5

4.8

3.8

4.5

4.6

3.6

2.7

3.3

3.1

7.5

5.1

6.8

7.4

2.6

6.2

6.6

4.6

5.4

6.9

4.4

2.2

2.7

1.9

5.6

2.9

2.3

2.3

6.6

1.4

7.4

4.3

5.5

3.2

3.3

2.1

3.9

2.3

8.7

© (00 N O W N =

5.0

4.4

2.5

2.5

5.2

2.7

2.5

4.6

3.3

5.0

-
o

2.5

2.3

3.4

3.3

6.7

71

4.0

3.2

3.2

3.3
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DNSBomb .

Vulnerable Public DNS Services

» 46 Public DNS Services (All)

1 Testing their attack factors (timeout,

Network
Bandwidth (logy)

Network
Bandwidth (logz)

Network
Bandwidth (logp)

pkt size, returning-time) and small
experiments, 14/46: BAF >1,000x

=
=3 Attacker %D
BN x>
1,440.6x %
o ;
Z5
269.5Kb/s g
m

0 2,000 4000 6,000

Time (ms)
(b) 360 Secure DNS.
562.6Mb/s {5 v :
o= m
2,175.1x

264.8Kb/s

0 2,000 4,000
Time (ms)

(m) Cisco OpenDNS.

772.2Mb/s

cccccccc

RYLNCIER e em———
0 1,000 2,000
Time (ms)

(af) Level3 DNS.

H
3,000

57.4Mb/s
it

il I I‘l\'b” U\l I It HI

91.4Kb/s 1 NI

884.5Mb/s

Network
Bandwidth (logp)

706.2Kb/s

Network
Bandwidth (log>)

a
‘!

S
T TR TR
mH”!\ il ”:U\m: [

0 1,000 2,000 3,000 4,000 5,000
Time (ms)

(c) Adguard DNS.

Practical Attack Bandwidth

0 1,000 2,000 3,000
Time (ms)

(p) CloudFlare DNS.

876.2Mb/s =3 Attacker
« BEA Victim
10,834.0x

82.8Kb/s 4

0 5000 10,000 15,000 20,000
Time (ms)

(av) Yandex DNS.

Vel:le:jr;rs Atta.cker Vicitim Name_server BAF
-side -side -side

360 Secure DNS 269.5Kb/s | 379.2Mb/s 269.5Kb/s | 1,440.0x
AdGuard DNS 393.8Kb/s | 699.5Mb/s 756.2Kb/s | 1,819.0x
CIRA Shield DNS | 264.8Kb/s | 904.9Mb/s 165.6Kb/s | 3,498.8x
Cisco OpenDNS 264.8Kb/s | 562.6Mb/s 529.7Kb/s | 2,175.1x
CloudFlare DNS 706.2Kb/s | 884.5Mb/s 441.4Kb/s | 1,282.5x
DNS.WATCH 248.4Kb/s | 638.6Mb/s 540.6Kb/s | 2,632.1x
DNSPod Public DNS | 331.2Kb/s | 398.3Mb/s 274.2Kb/s | 1,231.1x
Dyn DNS 362.5Kb/s | 383.1Mb/s 271.9Kb/s | 1,082.2x
Level3 DNS 579.7Kb/s | 772.2Mb/s 283.6Kb/s | 1,364.1x
Neustar UltraDNS | 248.4Kb/s | 261.1Mb/s 689.1Kb/s | 1,076.1x
Verisign Public DNS | 248.4Kb/s | 329.4Mb/s 459.4Kb/s 1,357.6x
Yandex DNS 82.8Kb/s | 876.2Mb/s 536.7Kb/s | 10,834.0x

26
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» Internet Scanning

1 Designed probing policies

 Using XMap + fpdns

o Software identified: 517,075 (28.7%)

Type Resolver number and percentage
Collected Alive on 07/05/2023 1,801,275 (100.0%)
Microsoft DNS 143,928 (8.0%)
Dnsmasq 96,331 (5.3%)
BIND 44,016 (2.4%)
zzfrn’:’f?;z Unbound 15,645 (0.9%)
PowerDNS 6,367 (0.4%)
Simple DNS+ 166 (0.0%)
Knot 2 (0.0%)

y
/

Vulnerable Open Resolvers

> Internet Measurement

 Measuring attack factors, e.g.,
o >50% resolvers could accumulate >1k queries
o >80% resolvers support timeout of >1s

o >60% resolvers support pkt size of >1,232B

100 100 ]

~ 90 ~ 9
g8 g |
?:;u 60 z‘) 60 i | |
i3 i3 :
8 30 8 30 e — i
L 20 L 20 ' ]
=10 = Tof | s 3

0 0 <

o
Maximum DNS Query Rate-limit (#pps)

0 200 400 600 800 1,000 1,200 0 2 4 6 8 10 6
Maximum DNS Timeout (s) ::; 38 ﬁ
2 30
.. .. . . 8 20
(a) Max. Rate-limit. Rate-limit Values (b) Max. DNS Timeout. Timeout Val- = i

> 1,200 are Shown as 1,200. ues > 10s are Shown as 10s. ’ i i Response Retming T (n9)

ge (%)
000D
SSS3SS

Maximum 1k-Response-Returning Time (ms)

1go | 190 == (e) Max. 1k-Responses-Returning
= 4,096 < 0 . .
T 1961 : — A Time. Time Values > 1s are Shown as
;J f5;8 ](/!,232 g 55:8 II ls
¥ i 8| ‘
& 0] 512 = 10 LI
0 1,000 2,000 3,000 4,000 0 20 40 60 80 100

Maximum EDNSO Packet Size (B)

(c) Max. EDNSO Packet Size. Size val- (d) Max. Query Count. Count Values >
ues > 4,096 are Shown as 4,096. 100 are Shown as 100.

Maximum Query Count (#)
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» Using Unbound

1 Sending 10k queries within a timeout
window of 10s

 Attacking a DNS resolver, HTTP/2
website, and HTTP/3 website

o Network bandwidth is totally occupied
o Resolver never received a query

o HTTP/2 service cannot be fetched

o HTTPI/3 is not much affected

Network
Bandwidth (logy)

HTTP/2 Request

Latency (ms-logp)

958.8Mb/s 1

0.0b/s -

o 2 4 6 8 10

Time (s)

(a) Network Bandwidth.

12

1,000 A |

(O8]
1

0 2 4 6 8
Time (s)

10

(c) HTTP/2-based Website.

28
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HTTP/3 Request

DNS Query
Latency (ms)

Latency (ms)

1,

AN
[

\S)
1

000
750 1
|
250- il
50 4
0 2 4 6 8 10 12
Time (s)
(b) DNS Resolver.

4 6 8 12

Time (s)

0o 2 10

(d) HTTP/3-based Website.
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Mitigation Solutions

» Limiting Attack Factors

1 6 experiments: base, restricting timeout to 1s, rate-limit to 100, pkt. size to 1,232,
response-returning time to 1s, all restrictions

U Best mitigation: restricting the timeout and response-returning speed

Base! | Timeout? Rate-limit> Pkt. Size* All®
Software
BAF % | BAF % BAF % BAF % BAF %

BIND 100.0% 18.2% 200.0% 673.9x 100.0% 2.0% 7.0%
Unbound 100.0% 2,398.5x 11.0% 20.7% 4,400.5x 20.1 0.2% 0.1%
PowerDNS 100.0% 178.9x 42.6% 269.9% 237.6x 56.6% 257.8x 61.4% 4.8%
Knot 100.0% 1,225.3x  54.5% 60.0% 100.0% 1.8% 0.6%
Microsoft 1,332.4x  100.0% 280.7x 21.1% 198.9% 52.6% 3.4% 1.5%
Technitium 3,499.8x 100.0% 2,867.6x 81.9% 129.3% 128.4% 13.4% 2.1%
Simple DNS+ 66.3x 100.0% 61.7x  93.0% 1094.8% 97.7x 147.3% 26.3% 30.5%
MaraDNS 18.5x 100.0% 16.7% 200.0% 18.5x 100.0% 18.5x 100.0% I 18.5x 100.0%
Dnsmasq 100.0% 18.7% 136.1% 1,033.5x 30.9% 2,728.0x 81.6% 0.6%
CoreDNS 100.0% 5242x 16.1% 134.7% 821.8x 25.2% 0.6%

I: Base Experiment. 2: Timeout to 1s. °:
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Vulnerability Disclosure
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Wrap-up

Thanks for listening!
Paper Any question? Tool
(@).:55%% (@) Xiang Li, Tsinghua University
x-119@mails.tsinghua.edu.cn
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