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Demo #24: Ransom Vehicle through Charging Pile
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Charging connector composition
Line, earth, neutral wire
Charging Confirmation (CC): 
Confirm the connection state of the 
charging connector and the vehicle
Control Pilot (CP):  Transmitting 
control signals

Charging connector state classification 
while charging：

Always deadlock state：ransom
directly
Exit deadlock state after pressing the 
switch：ransom after installing plugin

Charging connector

EV will pop out a connector 
lock during charging process
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GB/T AC Charging
Connector 



Prerequisite:
• Deactivation attacks can deactivate and take 

over the owner's control of the charging 
process

• Safe charging process doesn't allow vehicles to 
disconnect the charging connector while 
charging

Remote ransom vehicle through charging pi le
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Remote ransom vehicle through charging pi le

Regular charging process
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Remote ransom vehicle through charging pi le

Deactivation attack 

5



Remote ransom vehicle through charging pi le

Spoof the charging process 
to attacker’s order
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Remote ransom vehicle through charging pi le

Send ransom message
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Remote ransom vehicle through charging pi le

Ransom get paid & release 
the car 
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Problem Appeared

Some special EV Models, such as Tesla 
model S and ROEWE rx5
The indicator light color from green 
changes into white when pressing the switch 
on the charging connector. Victims can 
unplug the charging connect and escape.
We find：These EV models control the 
deadlocked state of the interface through 
detecting CC signal’s changes. 
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Principles

CC signal changes when pressing the 
switch on the charging connector

Here is a switch. After pressed, it will change the 
impedance value of CC circuit into 2750 Ω
rather than 220 Ω 
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SFC of the physical plugin

CC circuit after installing plugin



Challenge solved
Small space in the connector 
interface makes it difficult to attach 
additional plugin
Plugin needs to spoof the CC signal 
without affecting the regular 
charging function
Plugin needs to be small and hidden
Plugin needs to be easy to install 
and not damage the connector 
structure

Physical  plugin for charging connectors
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The plugin design should be fit in 

this connector.



Physical  plugin for charging connectors

inner view outside view
A metal ring

An insulating 
sleeve

A special soft cable with 
fixed 220 Ω impedance

A varnished wire
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