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Demo #24: Ransom Vehicle through Charging Pile
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Charging connector

—

Charging connector composition
Line, earth, neutral wire
Charging Confirmation (CC):

Confirm the connection state of the
charging connector and the vehicle

Control Pilot (CP): Transmitting
control signals

Charging connector state classification
while charging:
Always deadlock state: ransom
directly
Exit deadlock state after pressing the
switch: ransom after installing plugin GB/T AC Charging

EV will pop out a connector
lock during charging process

Connector
2



Remote ransom vehicle through charging pile

Prerequisite:
« Deactivation attacks can deactivate and take
, :
over the owner's control of the charging Taroet Server
Pprocess ermina working = | (1) deactivation attack
. . D —
- Safe charging process doesn't allow vehicles to <ommynieation N == L order
disconnect the charging connector while S LR = <
charging AL —
victim's 1 victim's &, attacker's
charging X X dor KX order
process | | oraer ; » Attacker
(3) ransom message |
(4) ransom pay
Victim's Victim's

Car Victim App :



Remote ransom vehicle through charging pile

Target Server Regular charging process
Terminal
y working
¢ operation communication
: €------------- >»
connection
resulting from
<or the same color A Y
operation o ! !
_ _ victim's . victim's
terminate connection  charging order
< resulting from process | : Attacker
the same color : \ 4
operation \ 4 ‘
rotmry ab 4
Victim's Victim Victim's

Car App



Remote ransom vehicle through charging pile

Target Deactivation attack

Terminal

Server

working (1) deactivation attack

communication <
<€------ X---=-- >»

< operation

connection
resulting from
<> the same color A

operation

| . victim's victim's
terminate connection charging >( d
% resulting from process | et

the same color !
. o

<3

' Attacker

operation

Victim's Victim Victim's
Car App



Remote ransom vehicle through charging pile

Spoof the charging process

Target Server to attacker’s order
Terminal o
_ working (1) deactivation attack
¢ operation communication <
_ €------ G (2) new order
connection € > <
<--> resulting from
the same color A A T
operation v T .
g victim's .+ . victim's b attacker's
terminate connection charging X Q q ) G order
% resulting from orocess o oraer Attacker

the same color
operation : Y ‘

Victim's Victim Victim's
Car App




Remote ransom vehicle through charging pile

Send ransom message

Target Server
Terminal o
_ working (1) deactivation attack
E operation communication <
: <€------ HK------ (2) new order
connection € > <
<--> resulting from
the same color A A —
operation Lo v ,
terminate connection charging X Q g X order
% resulting from process E . oraer Co T Attacker
the same color : \ 4

operation : D ) ransom message
7

Victim's Victim Victim's
Car App




Remote ransom vehicle through charging pile

Target
Terminal

< operation
connection
<--> resulting from

the same color A A
operation . Vo
victim's
terminate connection  charging X
% resulting from process
the same color Vo

operation Y ‘
'°¢°' ab

Victim's
Car

communication

working (1) deactivation attack
<
<€------ X------ (2) new order
<= X n - > <

Ransom get paid & release
Server the car

AR
victim's 1 attacker's
X X order
order i Tiiooooooooooooooooooo > Attacker
(3) ransom message |
(4) ransom pay

Victim's

Victim
App



Problem Appeared

Some special EV Models, such as Tesla
model S and ROEWE rx5

The indicator light color from green
changes into white when pressing the switch
on the charging connector. Victims can
unplug the charging connect and escape.

We find: These EV models control the

deadlocked state of the interface through
detecting CC signal’s changes.




signal

CC signal changes when pressing the
switch on the charging connector

insert the

P ri n c i p I e S [EVdetects CC circuit | connector

sistor value of C
=220Q

Yes
){ Plugged in state

press switch on

Error state

2 the connector
B

deadlock state

art of EV models entei
, but some models can

leave

All EV models enter
deadlock state
(Cannot leave)

SFC of the physical plugin

matches with _}~

Travel Switch /

switch on
connector \

Here is a switch. After pressed, it will change the
impedance value of CC circuit into 2750 Q
rather than 220 Q

cc
2530 Q 220 O \_:1 )
_O_SAQ_O—_ inner circuit
]
_/ PE

CC circuit after installing plugin

O |g—_ plugin circuit
(o schematic



Physical plugin for charging connectors

Challenge solved

Small space in the connector
interface makes 1t difficult to attach
additional plugin

Plugin needs to spoof the CC signal

without affecting the regular
charging function

Plugin needs to be small and hidden

Plugin needs to be easy to install
and not damage the connector
structure

The plugin design should be fit in
this connector.



Physical plugin for charging connectors

A varnished wire

NP by
%

i
An 1nsulati

sleeve

Inner view outside view

A metal ring

A special soft cable with
fixed 220 Q impedance



