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google.com.br

Solutions Industries Products Services Resource Center About Us

Massive DNS poisoning attacks in Brazil

Instale Google Defence Para usar o novo Google.com

“E517|0] Google.com {REELLE Google Defence”
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IE1: Kashpureff ITds, 1997
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DKEH%:E%MRWW%%%DE@@WM,ﬁﬁ%@%ﬁ%ﬁﬁﬁ@%ﬁﬁﬁﬁi
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= ——

g InterNIC NS 1.2.3.4
ISP resolver A 5.6.7.8

Stepl: Recursive query for i \\ — Cache

erv fof
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Step 4:
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IE1: Kashpureff ITds, 1997

> AREEe: I0F Kl ZRLkF InterNIC 5 AlterNICHH3E

QIWERR: ERNERSRLRISERIDNA, FET=sEEHEREFRBRSENRRICR
Q iEiRRRE: FRZERINIE

#

Stepl: Recursive query for

Cache
. InterNIC NS 1.2.3.4
:» QUESTION SECTION: nter
rwww.alternic.net. IN A _» ISP resolver www.internic.net A 5.6.7.8

; ; ANSWER SECTION: .

WWW . . IN A 198.58.118.167 lery for | | Steps:

A 5.6.7.8

-
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05001 - EZREEN (Bailiwick Rules) . 1997

» RFC2181: Clarifications to the DNS Specification
BidgRhE: ERINIDNEISHESEEHITISE

Q SEXRN:
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=R XAy F i

i

O MITHRR: FEEXFENEEEST, SRR

s aio EEmNERES —QERTVT

; 3 ANSWER SECTION:

example.com. 86400 IN A 93.184.216.34

; 3 AUTHORITY SECTION:

; ; ADDITIONAL SECTION:
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Can be trusted

Out-of-bailiwick

Shoul

d be removed
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IZH2: Dan Kaminsky , 2008

> Dan Kaminsky I&&E, 2008, Blackhat L

O iEiEREE : (K& 16-bit Y TXID Bt
Addl. Record count

DNS question
or answer data

Step 1: Recursive query for
www123.mybank.com/A

[ = 0
> I Cache -
LI N oy
10y y P e Step 3: Response
§ [ TXID=XXXX
= S| www123.mybank.com A?
Step 4: Response =) Z| (empty)
g 2| mybank.com NS ns.mybank.com
: =
If TXID not matching, %Inybank. com A? a <| ns.mybank.com A

start the attack again
with another domain:

\ “mybank.com” (empty)
= Authoritative mybank.com NS ns.mybank.com
g server ns.mybank.com A
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Prfil753E: DNS EifiRimCFEIIC

> AFHEE Kaminsky I8
O B : IRASISSFERIBESEAIK,
i%ﬂﬂ?%ﬁ’iﬁ’ﬂiﬁfg Opcode ' |
O SEESSE): 164ZFRO x 1647 TXID = 32

(e
Q HEEIR : 32(=SAFSI VT T AR IR

DNS question
or answer data

packet on the wire

232=4,294,967,296

Source port TXID
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I¢E:3: SAD DNS fifSiEHERiROS

> %%, L,\ZK@UCR, DNS Cache SOAIR T FF
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50 UDP Probes
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left
: Global
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INE3: SAD DNS I{FEERinO=S

> & =@UCR, DNS Cache

X
Poisoning Attack Reloaded: -
CCS 2020 Best Paper | © Resolver
QEHEHER: FIA Linux OS ({EiE I Global
=7 DNS Z5if)Eis ;> | 50 UDP Probes | Counter=50
Q iRiARE: BERS ICMP 2/Eit Hit 49 closed ports
=N[=NTF= RS -
et R RmOERRS - 43 1MPs
left /

One counter Global
left Counter=50-49=
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I¢E:3: SAD DNS fifSiEHERiROS

> 5 z=@UCR, DNS Cache RBImEFI —
Poisoning Attack Reloaded: CIm. - —
CCS 2020 BESt Paper R;c:lv_er 1\;5 Attacker N.S ch;lv_er
QIXERZE: FIA Linux OS ll{EE Global | L = Global
) DNS Elljlﬁlﬁ'ﬁ Counter=50 JBEY UDP Probes 50 UDP Probes R Counter=50
O ERAKE: BERG ICMP £5it Hit 49 closed ports
go M HeAS Hit 50 closeq .
iags i I)?lﬁ.ﬁ 1§ -,lklu No counter — @ ICMPs

left R —
Global One counter Global
Counter=50-50=0 left Counter=50-49=

—
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B3 : ICMP 2FiTE8EShE 1k

2 icmp: randomize the global rate limiter
> I Keyu Man reported that the ICMP rate limiter could be used
by attackers to get useful signal. Details will be provided

in an upcoming academic publication.

— LN o I Our solution is to add some noise, so that the attackers
D I M P é 1 == E no longer can get help from the predictable token bucket limiter.
C =l -1 |

Fixes: 4cdf507d5452 ("icmp: add a global rate limitation")

Signed-off-by: Eric Dumazet <edumazet@google.com>

?\\/é Reported-by: Keyu Man <kman00l@ucr.edu>
O E’%& LI n ux W*/( m '\\!% Signed-off-by: Jakub Kicinski <kuba@kernel.org>

credit = min_t(u32, icmp global.credit + incr, sysctl _icmp msgs_burst);
if (credit) {
credit--;
/* We want to use a credit of one in average, but need to randomize

* it for security reasons.

*/
credit = max_t(int, credit -|prandom u32 max(3),|0);

rc = true;

F3. qit.kel

Dﬁ&ﬁ%ﬁﬁﬁﬁ%ﬁﬂﬂﬁ
o ZIEFRE—ERMNBEBENRRO, FHOEREETLURHIERIEE
o PALENELARSSSRHIEEZAY mute

Q0 BREEE
o DNSSEC, 0x20
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b38e7819cae946e2edf869e604af1e65a5d241c5

fReEliR: IP oA (fragementation)

--
> RS E? T
A . T o | v | 19 beader
IPv4 "Forward Fragmentation" Fragl
PV weader S [__r 2_ \/’?_ WPV weader

TCP/UDP weader = |— TCP/UDP weader

Query ID .;, de|*|T151%) Z | rcode

?qy\oqd\) v\_// pqy\oqd
l WPV Rovder ij

identification fragment offset

O e T

Source IP address

Frag2

DNS question
or answer data

DNS
Authoritative
server

packet on the wire

73 A i EUDP I

ERd =[]. DNSTXID
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I3 BFoRMNEREFSH

> Herzberg, Shulrnan: Fragmentation Considered Poisonous, 2013
QIWEHRZE: FABE-AT R A FERIEF RIS TUHITE

QO IEWR: FEfrastBEF

A iR E :
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EN
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Wik3: BFaRMBEFSR, 2013
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Step 1: DNS query

25

A 4

Step 2: DNS query

Authoritative
server

2nd

»
L

Step 3: Fragmented (154

response [2nd

<
«

#THU @SDC2023



BAf: Linux RZEEZAR1F ) \IIDNSIuM S H
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> —REDNSIIRL /v 512 Bytes,
Elltbizﬂlﬁh" I&E*Kﬁ[‘fi? 0 500 1000 1500

MTU

N
o

Authoritative servers of Alexa Top 100K d i

o
o

o
o

©
~

&
()
c.
(<))
w
0
Z
()
Y
@)
L
()
@)

&
N

o
o

Figure 2: CDF of lowered MTU of a) authoritative servers
of Alexa Top 100K domains, and b) 2M open DNS resolvers
from an Internet-wide scan.
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E4: CNAME EEXIRRL 55 BRFS AR IETFISR

1. Attacker & DNS forwarder 2. Use attacker’s own
locate in the same LAN Relies on recursive resolvers domain name and

(e.q., in open Wi-Fi networks) Target of cache poisoning authoritative server

=|

) .

\

Attacker DNS Recursive Authoritative
Forwarder resolver \ Server

(attacker.com)

checks 1st fragment
SSEC) a.attacker.com CNAME b.attacker.com

1st fragment l1st fragment

com CNAME b.attacker.com a.attacker.com CNAME b.attacker.com

.attacker.

.attacker.com CNAME c.attacker.com b.attacker.com CNAME c.attacker.com

.attacker.com CNAME c.attacker.com

.attacker.com CNAME d.attacker.com c.attacker.com CNAME d.attacker.com

.attacker.com CNAME d.attacker.com

X.attacker.com CNAME y.attacker.com X.attacker.com CNAME y.attacker.com

.attacker.com CNAME y.attacker.com

.attacker.com CNAME z.attacker. y.attacker.com CNAME z.attacker.com

y.attacker.com CNAME victim.com

z.attacker.com A X.X.X.X z.attacker.com A X.X.X.X

victim.com A a.t.k.r

2nd fragment 2nd fragment

Spoofed 2nd fragment



PriElaR: BRBISRZRAD,

> BFiGHE T 2 AR BEF S HRIE
A R&ElS A
o REARGRIARTIS IS TLUEG IS
o [ERE| TCP, FR#IZ HAVZEFEHRIAIEZE
Q IPID BEfE
Cromlll UDP/DNS B9fEE=Ee, 1BFZEFTN IPID
o|mnmémmwTUﬁh%_¢fﬁm\#TWE@
QHERE
o Ox204mi8, BN HIRICREVEZIIX/NERENIL
o DNS Cookie: Z£{lL SYN Cookie BIpEH1 215558
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F 6 3 AR S5 35 3 16 B Bpis sRia bt (2020ﬂ58§)

e DNSSECIGIE o |FE=tETaE (SZAREHLIL)

=== 121 - L
i L i SRR SREA
2F5DNSSEC 38.14% 13.88%

Ox204mH5 26.50% 17.70%

DNS Cookies 16.74% 12.62%

FHRIGTIESR

BRI SR IREIRI R 5202057 B ¥R
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o
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> UDP srcPort [igt/l4t 16bit
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> DNS TXID BE#lt 16 bit e | oo |

cod
Opcode

4 13
1N rcoae
Authority count Addl. Record count

DNS question
or answer data

Source port TXID
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MaginotDNS Il

£

MAGINOT

> ik
Q FBE R EFE SR I
A EXTEFRMEBZ LRSI USENIX Security 2023
QIXEBR: CDNS (FA4E=ETes)
O BEREHER: , 80 .com F[ .net

> IR
Q FIBEREEHIFERIRE, SEBhERIFRR
Q HUE S EEZ > MaginotDNS
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lok 2 B rRaARSSE

> SR AE
Q 25%88. 1BIARRITES
Q=Fim,. NEPRSSES
> HERIAE
> SR AZHrES

Q B ER—EtTEs
Q FAREA R

Client

Elb‘ ’

2013

Client-side : Server-side

ODNS:
FDNS:
RDNS:
HDNS:
ADNS:

open resolver
forwarder
recursive resolver
hidden resolver

authoritative server

On measuring the client-side DNS infrastructure,IMC 2013
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ARt ERAICDNS KhisEs

> CDNS (R4 fF=s)
O EEEREE + BIFRINE (HEEF)
O RIEFIAMEAE I FAAR S TSR, iEAVRIPIR]  CDNS Public DNS

o Zp: AT REIARIEEXIE BINER ~
114.114.114.114

o Zgp: FATIEIIEAYER X8

Query

> ﬁﬂkmm%% Public
0 X 53 TMEE AT Forwarding
- Ekikiﬁi (‘e’) v Local
Jd |j\:| Miﬁ,t%i%l)ﬂ ) ;Z[I mail.local Q/& Recursive

RSN R ARSS =S
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EE7 IHRAPRICDNS INaHigE

> CDNS (R4 MFtras)
Q JBEAkes + B3 (H=EF)
Q {KIEF NI X i BUAX o fEtriE
o Zp: FTRREEIEEXE
o Zy: FFBIAEENEE K
> IBER: THoaokEREI
o MASEM: EEMESPRERIEET S AT

o Wealliit: FMEISPZIERE, PawES. #FH
o LI RE BFETVHIASIPE ;
g — -
On-Path =
B=DH4EIRAY DNSHRSSEE
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z=r HE=EPRICDNS KEhiEsY

> CDNS (R4 & fFT=R)
Q HRERE + BT (EEEF)
0 IR X R LAX SR TERT

o Zp: AT REIANIE X1
o Zg: ATIHEINEIRAYEE X

> IEER: ek TR
o REMLIt: BEEMRIISPRZPRIRETR iR
o Wwnlilt: FRISPZEIRE, PEw=E. L

o B R mEBFETVAIISIMus

'I

CDNS

Query BIAIE)T

2

Off-Path

SE=T4EPRY DNSERSS =R
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IEEhE (1/2)

> R BR: aJ#hnaeE) CDNS
> RBMREEY: iR SikBY CDNS By Z, & Z;

Attacker DNS client [:] Ordinary DNS client

@ Query 0 for domain dyttack l 1 © Query .com domains in Zp

4: Forward to attacker’s server o s
ﬂ—l_Condltlonal DNS server (CDNS)
N @ Match o @ Query all g
© Oy, Forward to upstream

Query E 3= Lt
Attacker’s o S

.com domains

server that Zr: Forwarding Zp: Recursive

et rogue-tld-ns.or
provides data Upstream DNS zones DNS zones = e
DNS server (Rogue authoritative

for d 1100k server NSuuack)

Global DNS cache

com. NS nsl.rogue-tld-ns.org

@ Forged response R,,q, that matches Oy Or Of,

A\ Exploit bailiwick vulnerability

All future
queries hijacked
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IGERNE (2/2)

N—N= 1,y
> 5 llﬂl BH Attacker DNS client () ordinary DN ctient

@ Query Q for domain dan‘ack l l © Query .com domains in Zp
— ~ (N - S . )
D —"\ i E = (5) (ypp FETAIE 0 e s Sy Conditional DNS server (CDNS)
N I=N) T = _— 5
N @ Match': o
ouery © 0z Fomyardo Lo T = (O
ttacker’s —_— ° — = s com
at Zf: Forwardin

DDDDDDDDDDDDDDDD

> NG REIR
Q B EAER AR E R ENSE =i iR
Q R EaRTRIE R 5 X RN SCIFTE R f
Q BHE TN AEIEEZE/EERF
Q FIBGIRA ERIE AR G PR = B8 IR
o > GG BERENRFIORIE, KRS EE D EnS

All future
queries hijacked
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PGSzt

> IS INAYER (4SS
Q ARBEE: FEESEEXENEARSCIS T
Q SthhiE: RIBERE. siSER. KEUR
Q trBfR: 8 FAEIR DNS fFHTEX(4, ttad BIND #1 Microsoft DNS

HRAV I = 5 X R N SEIRRY
ZI LI ZE

BIND Knot PowerDNS Unbound
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il PXE] 8 ER{HF N

> 1B R R X R
Q BT rElin, FREAENEREEEZEE
> il Pk
Q {i/F InitQuery BREN:
o Qry.zone #ZEH/ root >

o FTERISEFEEHBEXRN (1979 root BYFER)
> BRI

DNS Software Vulnerable

44

Algorithm 1: DNS resolution process

input :A DNS Request from clients
output : A DNS Reply to clients

step_0: InitQuery (Q, Request)

)
Tep_3: SendQuery (Q, T gtSvrs)
step_4: ProcessResponse (Q, R)
if ServerIsError (Q, R) then
| goto step 3

if not MatchQuery (Q, R) then
| goto final

SanitizeRecords (Q, R)
if IsReferral (Q, R) then
\\ if not IsFwding () then

UpdateQuery (Q)
goto step 2

if IsCNAME (Q, R) then
UpdateQuery (Q)
goto step 1

CacheRecords (R, Cache)

final: ConstructReply (Reply)
return Reply

23 InitQuery (Q, Request)

24 initialize Q.name, Q.type, Q.zone
if IsFwding () then
| ModifyFwdQuery (Q)

27 SanitizeRecords(Q, R)
for RR € R do
if OutofBailiwick (RR) then

L remove RR from R

31 UpdateQuery (Q, R)
32 | update Q.name, Q.type, Q.zone

#THU
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1IZ=m (ISP) KIEAIONn-path ITE

Q WEE I LUEEIENMURRSS, LealSISPE/ERYE SRS,
Q N RN E 320 R Y0 M
d BIND, MS DNS. Knot A2 Technitium A:@,:

Conditional

DNS Server
@ Q: attacker.com

All future queries
will be hacked.
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Off-path Itds (RALFISPIHEIIER)

> S5 MIAAFISIERSource Port, TXID

» BINDO: #hkE SADDNS &HF — -
MaginotDNS AS.(

> Microsoft: 2¥rHYiRixCEHtRER

DNS Server DNS Server

@ Q:attacker.com Fwding : sport=x, txid=y

® Match Z; ||® Qf,: attacker.com [ Recursive |
@ Guess dport & txid Q: attacker.com

to inject Rystack
-
dport=x, txid=y
Control the
com. N reply time
nsl.rogue-tld-ns.org.

Ignored

All future queries
will be hacked.
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IHISIE (2/4) : Off-path I3 BIND9

> SR ]
Q #JF SADDNS IR NFRim
Q REHFRROERIN AT RIS, ERimOGTRARS
Q Linux BEZR S ICMP EZREINSE
> BelilaozEh: £HEE
Q RimCSERE: 32,768 - 60,999 (28,232) T T s

50 UDP Probes Counter=50

O ARITERIEE): (0 1.2s, SR, SRS 50 RO

Hit 50 closed ports

0 3,600 BERINER (4320%F>, 1.2/\) ot | B
Counter=50-50=0 - o Counter=50-49=
ol [(28, 232 — 50)/28, 232]3,600 — 99. 89, _UDP Verification UDPVeénﬂcanL

> ZJIfEE TXID : 65535, HFE100 ms
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Off-path I MS DNS

Microsoft DNS}Riu#x 155 Bl

> JgilliRim ]
EEZSUISM S i'ibﬂ 3 MS DNS (X ~2,500
NilBiEChEITER
a 2,500 g IF8FFRURES
(SADDNS %Iiéxﬁl)
Q aJPAEERDINEE 2,500 4igO
> BAINGE

QRwmASEE: sl 2,500 PimCESEE
Q fEATERIAYEl: 55 (BRE) , ZX=I, BEeiE 20 PMrO
Q 1/MBF720 BEIIZER: 1 - [(2,500 —20)/2,500]7%° = 99.7%

> ZJ1IHEE TXID
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KEISIE (4/4)

> On-path IEH

0 100% BiIh=R ==
> Off-path INTG

Q Microsoft DNS: 315 802s

O BIND9: 15 790s

(2/360) dns query : 2-BatHkHSX.idealeer.com
(2/360) dns response
(2/360) dns attack with fake com. 15%
(2/360) dns attack with fake com. 37%
(2/360) dns attack with fake com. 60%
(2/360) dns attack with fake com. 85%
: (2/360) dns attack with fake com. 100%
: to 202.112.238.57 : 1310720 pkts in 4.632276358s
(2/360) dns check
¢ (2/360) dns check : com. NS gtld-servers.attack.
: dns attack succeeded with 2 guesses, cost 10.079395433s

Microsoft DNS IRtk HE

9
9
9
9
9
9
9
9
2
9
9

. | = 7. CDNS caches fakg conINS records .
> Ml @ 117120 l:lePSciar-l () o) L o

Acthviies () Terminal

-:*.'Jl.
1,_.

Thu Aug 26 23:10:53 2021 : (661/3600) dns querying

Thu Aug 26 23:10:53 2021 : (661/3600) dns consuming 50 credits

Thu Aug 26 23:10:53 2021 : (661/3600) dns scanning port 40001-40050

Thu Aug 26 23:10:54 2021 : (661/3600) dns scanning port 40020 open (651.902104ms)
= 6 s 7 Thu Aug 26 23:10:54 2021 : (661/3600) dns replying

hijacked s 3 Thu Aug 26 23:10:54 2021 : (661/3600) dns replying 65535 (928.938966ms)

Thu Aug 26 23:10:54 2021 : (661/3600) dns checking

Thu Aug 26 23:10:54 2021 : (661/3600) dns checking NS gtld-servers.attack.

Thu Aug 26 23:10:54 2021 : (661/3600) dns attack successfully (13m12.992182401s)

Thu Aug 26 23:10:54 2021 : (661/3600) dns attack cost (13m12.99219492s)

GINO

£33 BIND B4 off—path
MaginotDNS

me 50 credits

(1642/7260) dns scan port 40001-48050
(1642/7260) dns scan port 40043 open (814.620606ms)

(1642/7200) dns reply :I:
L (1642/7260) dns reply 65535 (1.113792745s)
(1642/7260) dns checking Y] SN
(1642/7200) dns checking NS ns.attack. l_J
Ins attack successfully (32m50.386245171s)
e EE@DNS  EAches fake com NS rEfgsps: s weesiiily Gar

ubuntugubuntu  /etc/binds |

> M@ e ek ic - LE ) (& AT EE T

Watch videos here.
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-path attack of Microsoft DNS

ntuPubuntu:~/dns/attack$

Action View
- = A
= DNS

v 3 WIN-25VA5UTLS

Forward Look

.CDNS

\

Overview CPU Memory Disk Network
Reverse Look

Trust Pounts ‘ P ith Net
v Conditional Fy |

.lﬁz'-r'.\!‘ " " 4 . ” .I l
‘mm ’ Windows Server 20:

|

About Windows

‘lkhnhgﬂuu

Image PID Morosoft Windows Server
Yersion 2 3H42 (OS Budd 20348 159)

dns.exe 19686 o
£ Mcrosoft Corporation. All nghts reserved

dns.exe 1568
ns.ns 1963 The Vindows Server 2022 Standard Evaluaton operaty
dns.exe 1968 user interface are protected by rademark and other
dns.exe 1968 ntelectual property rights in the United States and oth
dns.exe 1968 countries regions
dns.exe 1968
dns.exe 1968

| dns.exe 1968 Ths product s kcersed under the Mool Soltnare U
dns.exe 1968 ! to:
dns.exe 1968 Wirdones User
dans.exe 1968
dns. exe 1966
dns.exe 1568
ans.exe 1968
drs. ene
dns.exe 1968 Pwd unspeat uoe Not allow
ans.exe 1968 P unspecit uoe MNot allow
dns. ene 1968 Pt unspedf uoe Mot allow
dns.exe 1968 P unspeaf &62n uoe Mot allow

U

1. We show the CDNSS Ae’:rsi_oin;‘
Windows: Seryer2022 .

-




HELiNEERINENS?

PRI EEX M _EAY
k2 R3S CDNSIE?

222222222222



CDNS #iRa]geaFRAVAESR

g Emaﬁaﬂg XMap b?i)"s“%%g"ﬁlﬂg CDNS [ xmap  Public
Q NEEE: 1.2M 20k DNS fi##Tee

IPv6 & IPv4 network research scanning.

Qg BIRAEESNERNFTES ®c trss ¥ a3
QNEFZE: RETHERGZE, &I 154,955 4 CDNS
Q R{FR%B: 55/ DNS #8485, REIZET

o HEBRFF/S DNSSEC &) 0x20 L Ririaherf#iTas

Vulnerable CDNSes
CDNSes identified by probing ; — On-path attack possible”

— Version identifiable (in CDNS) 30 — BIND
— by version.bind — Microsoft DNS

— by fpdns — Off-path attack possible”

— OS identified for BIND (in CDNS) _ BIND (OS exploitable)
— DNSSEC validation (in CDNS) — Microsoft DNS

— 0x20 encoding (in CDNS) - Iljsfuzil\;igezlf:gt .
— Forw -defau

54,949
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XMap is a fast network scanner designed for performing Internet-wide
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imiRhieE & RRHaNhE

> AR
Q2 meERIAHEE T1ZiEiR, 84 BIND9, Knot, Microsoft X
Technitium
Q ZimEILRt 4 4~ CVE Z2FiAwsS, K5 7 HEREYRIEEE
> E{FiahtE

QBI: ory.zone WHFREN "HEANESZ" . AR "root”
QHR: REHEEABBISIFICRA LABHEI

QRE: 1Zh =R EFRM R
Q AR Wiz ETI BMRASEYER G
QHERBZ: DNSSEC, 0x20 &
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> TR S0

A ETWRZLTIE Black Hat USA 2023 |

> BFFRF D
O BBRIEHT CERT BH%RERS
Q BT CERT BARENS
Q{ABFHIRE CERT &5
> 60+ RHRARE
A Ebal BleepingComputer
> APNIC &= T /IEFLR
> AFEF "ARHE" HEEEE

54

MaginotDNS: Attacking the Boundary of DNS Caching Protection

Zhou Li | Assistant Professor, University of California, Irvine

Xiang Li | Ph.D. Candidate, Tsinghua University

Qifan Zhang | Ph.D. Student, University of California, Irvine

Date: Wednesday, August 9 | 2:30pm-3:00pm ( South Seas CD, Level 3)
Format: 30-Minute Briefings

Track: X. Network Security

End-of-Day report

Timeframe: Freitag 11-08-2023 18:00 - Montag 14-08-2023 18:00 Handler: Michael Schlagenhaufer Co-Handler: n/a

News

MaginotDNS attacks exploit weak checks for DNS cache poisoning

MaginotDNS attacks exploit weak checks for DNS cache poisoning (13 aug)
https://www.bleepingcomputer.com/news/security/maginotdns-attacks-exploit-weak-checks-for-dns-cache-poisoning/

MaginotDNS attacks exploit weak checks for DNS cache poisoning

Posted on 15 August 2023

From bleepingcomputer.com

MaginotDNS attacks exploit weak checks for DNS cache poisoning

By Bill Toulas August 13,2023 10:12 AM 0

#THU @SDC2023


https://www.blackhat.com/us-23/briefings/schedule/index.html
https://www.govcert.gv.at/cert-tagesmeldungen.html?detail=entry-0
https://www.cert.se/2023/08/cert-se-s-veckobrev-v-33
https://cert.bournemouth.ac.uk/maginotdns-attacks-exploit-weak-checks-for-dns-cache-poisoning/
https://www.bleepingcomputer.com/news/security/maginotdns-attacks-exploit-weak-checks-for-dns-cache-poisoning/

> SFTRIRRMEE

Q BT AR BIREIENTEEAE: CDNS KEHMEE
> SN EZEERRAIRINER X

Q M FHEFRFETMEIIEEZENEF

Q HEEREXRUTF, ERZSHEHKIBFEEARLTEHRE

Q REFNNE LN, BTFFRZRREARE ISR KRR & T SR
> £¥iA9 CDNS MG iERER

Q 2H T —FF#neY CDNS &I GiA

Q RIMAHIRSZZMMHIESE CDNS f##ffres

M=

LII
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XX JE: 1s REFISZHR MS DNS

(ﬁ:ller?t tab.haixinco... [ S o < < -@- "Iab;:aixgov'1 2 3‘":4» e ® @ & Attacker

Activities 11:05
kali@kali: ~/workspace

¢

File Actions Edit View Help

=
vy kali@kali: ~/workspace X  kali@kali: ~/workspace X

Trash
~/workspace

M9 P Pome S

B
el
=]
e

> MSf%]gsolver
e )

P Attacker

P Client (e0/C 11 (e0}—
‘ Net

Internet = ;
P Malicious_Site




BB EFSREGERRIESE

Kashpureff
AttacE Kaminsky
Attack

1997

Fragmentation
Attack

Attack on
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2021

Attack via
Escaped
Chars

2022

Attack via
Escaped
Chars v2

[ JWE

TuDoor DNS
Attack

IEEE S&P 2024
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